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Multi-Factor Authentication (MFA) Cybersecurity Guidance

Getting the Microsoft Authenticator app

You can download the Microsoft authenticator app from Appstore or Play store depending
on your mobile device. Your mobile device is expected to be:

e Android 8.0 and later
e (0OS15o0rlater
¢ Windows 10 Mobile 14393.0 or later

To download:

For iPhone users, Open the Appstore on your phone and type Microsoft Authenticator app

on the search tab.
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Click on “Get” to download to your mobile phone.

For Android and Windows users, Open the Play store on your phone and type Microsoft
Authenticator app on the search tab.
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Click on “Install” to download on your mobile phone.

Authenticator App on your phone

Setting up MFA and Use

e The first step is to enable MFA on your student’s account.

Sign in to your London Met account on: https://portal.azure.com/
e Login with your student’s ID

Click Profile in the navigation bar at the top right of the screen and “View account”
on the drop-down menu
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e Click onthe “security info” icon
e Clickon“+ Add sign in method”

Security info

These are the methods you use to sign into your account or reset your password.

You're using the most advisable sign-in method where it applies.

Sign-in method when most advisable is unavailable: Microsoft Authenticator - notification

=+ Add sign-in method

e Apop-up boxwould appear on your screen, choose Authenticator app

Add a method X

Which method would you like to add?

Choose a method ~

:':;_'r-;«.uthe nticator app.--_:j

Phone

Alternate phone
Security key

Office phone

e Click “Add”

Add a method X

Which method would you like to add?

Authenticator app v |

e Another pop-up box appears requesting you download the Microsoft authenticator

app. If you don’t have the app on your phone, download from the app store or play
store.
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Microsoft Authenticator X

Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now
After you install the Microsoft Authenticator app on your device, choose "Next".

| want to use a different authenticator app

e Ifyou already have the app downloaded on your phone click “Next” or else use the
instructions above to download the app on your phone.
e Another pop-up box appears requesting you set up your account, click “Next”

Microsoft Authenticator X

Set up your account

If prompted, allow notifications. Then add an account, and select "Work or school”.

e Another pop-up box appears with a QR code, now pick up your phone
e Openyour authenticator app on your phone, click “+” button at the top of your
screen to add account

e Click on “work or school account” then click “Scan QR code”



4 Add account

WHAT KIND OF ACCOUNT ARE YOU ADDING?

Personal account

( ... __W?_rk or school accOL_J_”t S

Other (Google, Facebook, etc.)

e Use your phone to scan the QR code on your laptop screen and click “Next”

e You would be prompted to put in the digits on your screen in your Microsoft
authenticator app.

e You would see a successful registration pop-up message on your screen. This
automatically adds London Metropolitan University account to your Microsoft
authenticator app.

Microsoft Authenticator app was successfully %
registered

Fri, 30 Aug 2024 18:29:43 GMT

https://mysignins.microsoft.com/security-info

Authenticator App on your browser.

If you can’t download the Microsoft Authenticator app on your mobile phone, you can use
your browser as an alternative method to authenticate your account.

Setting up Authenticator App for your browser
e Add an Authenticator extension to your browser

If you are using Chrome or edge, go to the web store -
https://chromewebstore.google.com/

If you are using Firefox, go to Add-ons: https://addons.mozilla.org/en-GB/firefox/search/



e Search for Authenticator using the search bar.

f..-": Authenticator

&} authenticator.cc @ Featured 3.8 % (2K ratings)

Extension Privacy & Security 5,000,000 users

e Select Add to Chrome

f..-": Authenticator

&} authenticator.cc @ Featured 3.8 % (2K ratings)

Extension Privacy & Security 5,000,000 users

e C(Click on Add extension

F__E Add "Authenticator"?

Cancel Add extension

1%

Ty ————

[E]11} Authenticator has been added to

1.& Microsoft Edge

- Manage your extensions by clicking
Settings and more > Extensions.

Log into your google account and create a profile on your chrome browser

Add to Chrome

' Add to Chrome 3

Your browser would confirm the extension has been added with this pop up.

Click on the extensions icon and pin the Authenticator app to on your browser



LONDON
METROPOLITAN
UNIVERSITY

Extensions x

No access needed
These extensions don't need to see and change
information on this site.
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e Goto https://portal.azure.com/ on your browser and sign into your London Met
account

e Click Profile in the navigation bar at the top right of the screen and “View account”
on the drop-down menu

e Click onthe “security info” icon

e Clickon“+ Add sign in method”

Security info

These are the methods you use to sign into your account or reset your password.

You're using the most advisable sign-in method where it applies.

Sign-in method when most advisable is unavailable: Microsoft Authenticator - notification

1T Add sign-in method

e Apop-up boxwould appear on your screen, choose Authenticator app

Add a method X

Which method would you like to add?

Choose a method ~

_Kt.lthenticator ap}i
Phone
Alternate phone

Security key

Office phone

e Click “Add”
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Add a method X

Which method would you like to add?

Authenticator app v |

e Another pop-up box appears requesting you download the Microsoft

authenticator app. For this we are using the Authenticator Extension App on your
browser. Click “l want to use a different authenticator app”.

Microsoft Authenticator %

Start by getting the app
On your phone, install the Microsoft Authenticator app. Download now

After you install the Microsoft Authenticator app on your device, choose "Next".

want to use a different authenticator app

e Another pop-up box appears requesting you set up your account, click “Next”

Authenticator app X

Set up your account

In your app, add a new account.

Back Next

e Another pop-up box appears with a QR code, now click on the authenticator

extension pinned at the top of your browser and click on the icon shown below

< Authenticator (=)o

»

No accounts to display. Add your first
account now. Learn more

e Your screen appears greyed out with a square box directing you to draw your cursor
over the QR code in a square shape as shown below
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Microsoft Authenticator X

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft
Authenticator app with your account.

After you scan the QR code, choose “Next”,

Can't scan image?

e Apop up appears at the top of your screen notifying your account has been
added

mysignins.microsoft.com says

-ondonmet.ac.uk has been added.

e Click“ok” to proceed

e Click “next “on the authenticator app box on the screen

Microsoft Authenticator X

Scan the QR code

Use the Microsoft Authenticator app to scan the QR code. This will connect the Microsoft
Authenticator app with your account

After you scan the QR code, choose "Next”™,

Can't scan image?
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e You would see a prompt on your screen to enter the 6-digit code shown in your
authenticator browser extension app.

Authenticator app X

Enter code

Enter the 6-digit code shown in the Authenticator app.

Enter code

Back

e Click on your authenticator app pinned at the top of your browser, you would
see the 6-digit code

e Authenticator =&

895631

e Enter this 6-digit code and click “next”

Authenticator app X

Enter code

HAM XXX

Enter the 6-digit code shown in the Authenticator app.

895631

e You would see a successful registration pop-up message on your screen. This

automatically adds London Metropolitan University account to your Authenticator
browser extension app.



